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problem	  
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53	  

Synthesis	  Approach	  



54	  

Na?ve	  Behavior	  

•  I/O	  pairs	  from	  
native	  execution	  

	  

Synthesis	  Approach	  



55	  

Na?ve	  Behavior	  

•  I/O	  pairs	  from	  
native	  execution	  

•  QEMU	  and	  PIN	  
traces 	  	  

	  

Synthesis	  Approach	  



56	  

Na?ve	  Behavior	  

•  I/O	  pairs	  from	  
native	  execution	  

•  QEMU	  and	  PIN	  
traces 	  	  

	  

Synthesis	  Approach	  

IR	  Target	  

•  Binary	  Analysis	  
Platform	  (BAP)	  IR	  

	  	  

	  



57	  

Na?ve	  Behavior	  

•  I/O	  pairs	  from	  
native	  execution	  

•  QEMU	  and	  PIN	  
traces 	  	  

	  

Synthesis	  Approach	  

IR	  Target	  

•  Binary	  Analysis	  
Platform	  (BAP)	  IR	  

•  IR	  Interpreter 	  	  

	  



58	  

Na?ve	  Behavior	  

Synthesis	  Approach	  

IR	  Target	  

•  Binary	  Analysis	  
Platform	  (BAP)	  IR	  

•  IR	  Interpreter 	  	  

	  

•  I/O	  pairs	  from	  
native	  execution	  

•  QEMU	  and	  PIN	  
traces 	  	  

	  



59	  

Synthesis	  Approach	  



60	  

Synthesis	  Approach	  

Execution	  state	  Execution	  state	  



61	  

Synthesis	  Approach	  

Execution	  state	  Instruction	  



62	  

Synthesis	  Approach	  

Execution	  state	  Events	  from	  execution	  



63	  

Synthesis	  Approach	  

Execution	  state	  Events	  from	  execution	  



64	  

Inferring	  Seman?cs	  from	  I/O	  pairs	  

add	  R3,	  R0	  

Na?ve	  Instruc?on	  
SOURCE	  



65	  

Inferring	  Seman?cs	  from	  I/O	  pairs	  

add	  R3,	  R0	  

Na?ve	  Instruc?on	  

R3	  =	  2	  
R0	  =	  2	  

Execu?on	  
Input	  

Output	  

R3	  =	  4	  
R0	  =	  2	  

SOURCE	  



66	  

Inferring	  Seman?cs	  from	  I/O	  pairs	  

add	  R3,	  R0	  

Na?ve	  Instruc?on	  

R3	  =	  2	  
R0	  =	  2	  

Execu?on	  
Input	  

Output	  

R3	  =	  4	  
R0	  =	  2	  

SOURCE	  



67	  

Synthesizing	  Transla?on	  

??	  

IR	  Instruc?on	  

R3	  =	  2	  
R0	  =	  2	  

Execu?on	  
Input	  

Output	  

TARGET	  

R3	  =	  4	  
R0	  =	  2	  



68	  

Synthesizing	  Transla?on	  

R3,	  R0,	  R3	  

IR	  Instruc?on	  

R3	  =	  2	  
R0	  =	  2	  

Execu?on	  
Input	  

Output	  

TARGET	  

R3	  =	  4	  
R0	  =	  2	  



69	  

Syntax-‐guided	  Synthesis	  

R3,	  R0,	  R3	  

IR	  Instruc?on	  

_	  :=	  _	  +	  _	  

TARGET	  



70	  

Syntax-‐guided	  Synthesis	  

R3,	  R0,	  R3	  
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TARGET	  
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_	  :=	  _	  +	  _	  
_	  :=	  _	  -‐	  _	  
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R3	  :=	  R0	  -‐	  R3	  
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R3	  :=	  R0	  <<	  R3	  
…	  

_	  :=	  _	  +	  _	  

TARGET	  
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TARGET	  
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R3	  :=	  R0	  *	  R3	  

IR	  Instruc?on	  

R3	  =	  3	  
R0	  =	  2	  

Na?ve	  Execu?on	  
Input	  

Expected	  Output	  

R3	  =	  5	  
R0	  =	  2	  

Invalidate	  	  
sketch	  

TARGET	  

Valida?ng	  Correctness	  

R3	  =	  6	  
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Li/er	  Synthesis	  System	  

SKETCHES	  
SOURCE	  
Programs	  

LEARN	  
SKETCHES	  

SYNTHESIS	  
LOOP	  

TARGET	  
Programs	  

NATIVE	  
EXECUTION	   TRACES	  

TARGET	  
DISASSEMBLER	  

TARGET	  
LIFTER	  
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Experimental	  Setup	  

•  Synthesize	  unsupported	  lifter	  target	  (MIPS)	  

•  Collect	  dynamic	  traces	  from	  arithmetic-‐
heavy	  benchmark	  
– 5	  Hacker’s	  delight	  programs	  

•  Mine	  IR	  sketches	  from	  Coreutils,	  lifted	  from	  
ARM	  and	  x86	  
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Results:	  Analysis	  Reuse	  

•  Taint	  analysis	  for	  warn-‐unused-‐result	  bugs	  
– Forget	  to	  check	  memory	  is	  allocated	  
– Forget	  to	  check	  privileges	  are	  dropped	  	  

•  Ran	  on	  30	  binaries	  of	  COTS	  D-‐Link	  router	  	  

•  29	  bugs,	  2	  false	  positives	  
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Results:	  Analysis	  Reuse	  

Name	   #	   Func?ons	  

pppd	   1	   fwrite	  

iptables	   3	   fwrite	  

rdnssd	   1	   setsockopt	  

ntpclient	   1	   send	  

speedtest	   2	   system,	  fgets	  

?mer	   2	   read,	  shutdown	  

wakeOnLanProxy	   1	   shutdown	  

wcnd	   8	   system	  
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Results:	  Analysis	  Reuse	  

Name	   #	   Func?ons	  

pppd	   1	   fwrite	  

iptables	   3	   fwrite	  

rdnssd	   1	   setsockopt	  

ntpclient	   1	   send	  

speedtest	   2	   system,	  fgets	  

?mer	   2	   read,	  shutdown	  

wakeOnLanProxy	   1	   shutdown	  

wcnd	   8	   system	  

No	  false	  positives	  on	  OpenSSL	  
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Results:	  Synthesis	  
•  End-‐to-‐end	  synthesis	  takes	  58	  seconds	  
– mining	  sketches,	  processing	  traces,	  and	  lifter	  
synthesis	  

•  29	  sketches	  per	  instruction,	  on	  average	  
–  Synthesis	  converges	  after	  2	  input	  output	  pairs,	  on	  
average	  

	  
•  Lifts	  84.8%	  of	  native	  instructions.	  
– Missed	  example:	  “load	  upper	  immediate”	  
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Generalizing	  across	  Architectures	  
•  IR	  Sketches	  mined	  from	  ARM	  and	  x86	  are	  
common	  to	  both	  

•  Similar	  MIPS	  accuracy	  from	  either	  ARM	  or	  x86	  
sketches	  

%	   ARM-‐IR	   %	   X86-‐IR	  

20.9	   	  	  _v	  :=	  _v	   11.9	   _v	  :=	  _i	  

14.5	   	  	  _v	  :=	  _i	   8.6	   jmp	  _i	  

8.9	   	  	  jmp	  _i	   5.1	   	  _v	  :=	  mem[_v	  +	  _i]	  

7.0	   	  	  _v	  :=	  mem[_v	  +	  _i]	   4.4	   mem[_v	  +	  _i]	  :=	  _v	  

5.6	   	  	  _v	  :=	  _v	  =	  _i	   4.2	   _v	  :=	  _v	  =	  _i	  

5.6	   	  	  _v	  :=	  hi	  :	  1[_v]	   4.2	   _v	  :=	  hi	  :	  1[_v]	  

5.5	   mem[_v	  +	  _i]	  :=	  _v	   4.0	   mem[_v	  +	  _i]	  :=	  _v	  

4.6	   	  	  	  _v	  :=	  _v	  -‐	  _i	   3.9	   _v	  :=	  _v	  -‐	  _i	  
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Discussion	  
•  How	  good	  “out-‐of-‐box”?	  

•  Improve	  recovery	  with	  nondeterministic	  
sketch	  search	  and	  generation	  

•  Expand	  to	  more	  architectures	  
–  SPARC,	  PPC,	  …	  

•  Complement	  automatic	  synthesis	  with	  
(reduced)	  manual	  effort	  
– Verify	  and	  3ix	  manual	  translation	  
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Summary	  

Verify	  with	  Dynamic	  Traces	  

Analysis	  Reuse	  for	  Previously	  
Unsupported	  Instruction	  Set	  

Lifter	  Synthesis	  

Learn	  Sketches	  


